
Metro employees rely on information technology (IT) to do their jobs.  The 
agency’s work depends on creating, collecting and maintaining data.  This data is 
used by the agency to inform decision making and provide effective and efficient 
governance. 

In 2009, the Metro Auditor released an audit report with recommendations 
to improve Metro’s management of IT resources.  The audit found that 
Metro needed to define an IT framework and processes, clarify roles and 
responsibilities, and commit sufficient resources for these efforts.  Six 
recommendations were included in the report (see Status of Recommendations 
on page 5).  The recommendations focused on: 

creating a governance framework and establishing roles and •	
responsibilities;
moving the agency towards enterprise data management; •	
standardizing the software development process;•	
collecting data to evaluate the total cost of ownership for IT systems;•	
developing employee training plans, and;•	
implementing an agency information security policy. •	

In May 2011, the Auditor’s Office completed an evaluation of Metro’s 
management of its IT resources that used a modified version of the US 
Government Accountability Office’s (GAO) high-risk criteria.  The GAO 
developed criteria to identify weaknesses within the federal government 
that make programs particularly vulnerable to fraud, waste, abuse and 
mismanagement.  The GAO’s focus was to find the root causes of the weaknesses 
and to direct management to those problems.  This office found that additional 
work was needed.  It was unclear if Metro’s management of its IT resources 
created a weakness across departments that increased the risk of fraud, waste, 
abuse and mismanagement. 

This follow-up audit included steps to determine if an analysis based upon GAO’s 
high-risk criteria should be applied to Information Services.  Based upon the 
improvements we found, these steps were not completed. 

Background

Summary 
Progress was made on the 
recommendations from the 2009 
audit, IT Software Controls: 
Agency-wide approach needed 
to ensure data accuracy.  We 
found that of the original six 
recommendations, one was 
implemented and the other five 
were in process. 

IT Software Controls
Audit Follow-up
Progress made on recommendations

Michael Anderson
Senior Management Auditor  

July 24, 2013

Office of the Auditor



Office of the Metro Auditor July 2013

Results

This audit had two objectives.  The first objective was to determine the status of recommendations 
from the 2009 audit.  We did not look at the status of the software controls for three IT systems 
evaluated in the original audit.  We interviewed management and employees.  We reviewed the 
department’s strategic plan, employee training plans and information security policies.  We reviewed 
IT project management materials including project proposals, work plans, status reports and 
closeout documents used by the department.  We also reviewed charters, agendas, and meeting 
materials and minutes for committees which influence the department’s priorities and work flow. 

The second objective was to determine if the agency would benefit from a high-risk audit of the 
management of Metro’s IT resources.  A high-risk audit is a traditional performance audit that is 
focused on identifying areas that are especially vulnerable to fraud, waste, abuse or mismanagement.  
When high-risk areas are identified, actions to correct the problems are proposed and a formal 
monitoring process is implemented.

We conducted this performance audit in accordance with generally accepted government auditing 
standards.  Those standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our 
audit objectives.  We believe that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on our audit objectives. 

Scope and Methodology

Metro’s recent IT improvements could enable the department to implement the recommendations 
from the 2009 audit of IT software controls.  Metro created a governance structure that should 
improve the management of IT resources.  The newly created Project Management Office has 
standardized software development, and a recent enterprise review has provided a structure that 
will help the agency move towards enterprise data management.  More work can be done to develop 
training plans for IS staff, implement a security policy for the agency and track the total cost of 
ownership for IT systems.  The department needs time to fully implement these changes.  As a result, 
of the six recommendations in the original audit, we found one recommendation was implemented 
and the other five were in process. 

Progress made, more work needed
Governance structure

Information Services implemented several improvements to enhance its management of IT 
resources.  The department developed a draft, 5-year strategic plan that will be revised later this year.  
The plan provided a clear description of the values, mission and goals for Information Services.  The 
plan also included a detailed list of work activities to implement the plan.  The department already 
completed some of them and was in the process of completing the rest.  Although it is still a draft, 
the Information Services strategic plan provides general guidance and includes a specific work plan 
to implement its strategy. 

Information Services also improved the management of IT resources with the Project Management 
Office (PMO), which was created to help process and prioritize IT projects.  The PMO used a 
Prioritization Committee to review and approve certain projects.  The seven-member committee is 
made up of directors from several Metro departments.  The committee is responsible for ensuring 
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that IT projects achieve the strategic goals of the agency.  The committee took an active role in the 
review process.  For example, it declined to prioritize projects when there was inadequate budget 
information or because a large proposal needed to be broken into smaller steps.

Information Services also uses Memorandums of Understanding (MOUs) to outline the service 
level roles, responsibilities and objectives of Information Services and client departments.  We 
reviewed ten MOUs and found that each one included language describing the agreement’s 
purpose, background and goals, as well as time tables and a description of what services were 
not covered under the agreement.  The MOUs also described how resources will be allocated and 
included dispute resolution language for senior management. 

While MOUs described the services that Information Services agreed to provide, a separate Roles 
and Responsibilities document described which employees are responsible for the services listed 
in the MOU.  We reviewed three roles and responsibilities documents.  Each one described who 
was specifically responsible for maintaining system hardware and software, ensuring staff were 
properly trained, interacting with customers and billing for services.  Some of the MOUs and 
roles and responsibilities documents were still in draft form and additional work was required to 
complete them. 

Software development

The PMO also implemented a framework standardizing the process used to create or modify new 
software or hardware systems.  While many IT projects went through the PMO before they were 
approved, some did not.  For example, some renewal and replacement IT projects may bypass the 
PMO, possibly undermining the software development framework used by the department.  

For projects that were reviewed by the PMO, a standardized intake form was used to collect 
key project details from the project manager.  The details included information on the project’s 
manager, sponsor, objectives, deliverables, milestones, the problem to be addressed and an 
estimate of the resources needed to complete the project.  Once the project was defined, it was 
reviewed by the Prioritization Committee, which approved or denied the project.  If a project was 
approved, the project manager executed it with support from the PMO. 

Enterprise data management

Metro recently completed a review of its key technology systems.  The first step of the two-
part review focused on evaluating Metro’s current IT systems and needs.  The second step was 
a discussion of system improvement recommendations and an implementation work plan.  
Some of the recommendations addressed issues identified in the 2009 audit.  For example, the 
review included detailed enterprise data management recommendations to reduce side systems 
and enhance Metro’s existing accounting system to satisfy unmet needs and track costs.  The 
department is in the process of creating a capital budget to implement key aspects of the plan.

Training plans

The department made progress developing training plans, although additional work is needed. 
Management made an effort to assess employee skill gaps and provide training opportunities 
to address those gaps.  However, the quality of these efforts varied and there was not a clear 
connection between skill gaps and training opportunities.  Management could develop a more 
systematic and consistent human capital management system that identifies and addresses skill 
gaps.
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Security policy

The department had an acceptable use policy with security controls, but it was a draft that was 
waiting final approval.  The plan generally assigned standard setting responsibility to Information 
Services and individual departments were responsible for ensuring that employees followed 
the policy.  In addition, some of the security issues identified in the 2009 audit, such as user 
management policies for the agency’s grant management system or security improvements to the 
Zoo’s attendance and revenue systems, have not been completed.  The recently completed review 
included recommendations to address these security issues, and the department was in the process 
of developing a budget to fund security improvements. 

Cost of ownership

Information Services improved its ability to track the time and money spent on IT investments.  
The department was in the process of developing tools to determine the impact that new technology 
projects will have on staff resources.  Some costs for large IT projects were tracked by the agency’s 
finance department and Information Services.  The department needs to continue to develop and 
apply a standard approach to track the total cost of IT ownership. 
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Status of Metro Auditor Recommendations

2009 Recommendations Status

1. In order to improve management of IT resources, Metro should define 
processes, organization and relationships of IT management, which 
includes assigning leadership, creating a governance framework, 
establishing roles and responsibilities and committing sufficient resources.

In ProCESS

2. In order to create a strategic plan to gradually improve the effectiveness 
and efficiency of IT management in each of five key management areas, 
Metro should:

Take steps to move the agency toward enterprise data management.a. In ProCESS

Collect data to enable departments and IT governance to evaluate the b. 
total cost of ownership of IT systems. In ProCESS

Standardize software development processes and procedures.c. ImPlEmEnTEd

Develop written procedures and training plans.d. In ProCESS

Update and implement the information security policy for the agency.e. In ProCESS
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Management Response
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